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DETAILED ACTION 



Response to Arguments 



Applicant's arguments filed 1/26/04 have been fully considered but they are not 
persuasive. The Applicant argues that the reference, Ginter fails to disclose the concept 
of sequential decoding of a content access key to gain access to the content. The 
Examiner disagrees because Ginter teaches about the concept of combining multiple 
prices of independently managed VDE content into a single VDE container object. 
Ginter further discloses, combination of VDE managed pieces .. will frequently require 
VDE's ability to securely derive content control requirements, including any 
combinational rules. Ginter as per Figs. I-J teaches about "component" assembly that 
controls the access to data. Col. 84-85. The concept of preventing access to data via 
layering of security techniques is not novel as demonstrated by Ginter and Iwayama. 
Also, it would have been obvious to one having ordinary skill in the art at the time of the 
invention was made to require a key to access each piece of equipment to access the 
required data, since it has been held that mere duplication of the essential working parts 
of a device involves only routine skill in the art. St. Regis Paper Co. v. Bemis Co., 193 
USPQ 8. In other words, duplicating the concept of utilizing the ID information of a 
physical element to access content by including the different physical elements 
required to produce the required content in a specified form, does not advance the art or 
introduce anything that is unique or novel. The Examiner submits that whether there is 
one door or a dozen doors each with a separate key, the act of requiring a key to open 
a door remains the same. 
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Claim Rejections - 35 USC § 103 



1 . The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 1-16 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Ginter '193, and further in view of Iwayama et al. US Patent 5,832,083 [Iwayama '083]. 

As per Claim 1 : 
Ginter'193 discloses: 

a user unit, which enables the user to use the content; Fig. 7, Col. 60-62. 

a setting unit which sets a license as a structure expressed by a combination of 
logic sums and logic product of a plurality of partial licenses for the content based on 
the ID information of the physical elements of said user unit including the media used 
in said user unit and the ID information of the user; Fig. 5b, Col. 59, lines 1-37. 

a usage control unit which controls the usage of the content by said user unit by 
using license information encrypted, at the request of the user unit intending to use the 
content, from the license set by said setting unit and a content decode key by the ID 
information of the physical elements through which the license information is passed in 
sequence until the content is decoded by use of the content decode key. Fig. 10, 
Col.79, lines 23-67, Col. 80, 81& 82. 
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Ginter '193 discloses the claimed invention except for the specific detail of 
separation of function utilizing a plurality of physical elements. Iwayama '083 teaches 
that it is known in the art to provide a plurality of physical elements to store, utilization 
permitting, and information converting. Col. 2-3, lines 1-67. It would have been obvious 
to one having ordinary skill in the art at the time the invention was made to provide the 
secure transaction management system of Ginter '193 with the plurality of physical 
elements of Iwayama '083, in order to effectively accomplish the separation of function 
as described by Ginter '193 to a plurality of physical elements. 

As per Claim 2: 

Ginter'193 and Iwayama '083 disclose all the limitations of claim 1. 
Ginter'193 further discloses: 

wherein the partial licenses set by said setting unit include an accounting 
condition constituting the condition for a category changing with a usage state of said 
user unit and the user. Fig. 13, Col. 105, lines 15-67, Col. 106. 

As per Claim 3: 

Ginter'193 and Iwayama '083 disclose all the limitations of claim 1 . 
Ginter'193 further discloses: 

in which said user unit decodes the license information sent in accordance with 
the content usage request, based on the ID information of the physical elements of the 
user unit when the license information is passed to each of the physical elements in 
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sequence, and in the case where the license conditions are satisfied, the encrypted 
content is decoded by use of the content decode key. Col. 263 & 264. 

As per Claim 4: 

Ginter'193 and Iwayama '083 disclose all the limitations of claim 1. 
Ginter'193 further discloses: 

wherein said usage control unit encrypts by multiplexing the ID information of the 
physical elements corresponding to the partial licenses of the license in the case 
where an interface of the partial licenses is described by the logic product. Col. 
268, lines 28-61. 

As per Claim 5: 

Ginter'193 and Iwayama '083 disclose all the limitations of claim 1. 
Ginter'193 further discloses: 
wherein the physical elements include those included in other physical 
elements. Fig. 78,Col. 290,291. 

Ginter '193 discloses the claimed invention except for the specific detail of 
separation of function utilizing a plurality of physical elements. Iwayama '083 teaches 
that it is known in the art to provide a plurality of physical elements to store, utilization 
permitting, and information converting. Col. 2-3, lines 1-67. It would have been obvious 
to one having ordinary skill in the art at the time the invention was made to provide the 
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secure transaction management system of Ginter '193 with the plurality of physical 
elements of Iwayama '083, in order to effectively accomplish the separation of function 
as described by Ginter '193 to a plurality of physical elements. 



As per Claim 6: 

Ginter'193 and Iwayama '083 disclose all the limitations of claim 1. 
Ginter'193 further discloses: 

a content server, which holds the content encrypted by the authorized 
information supplier on an open network, and sends the encrypted content to 
said user unit upon receipt of a request to distribute the content from said user 
unit. Fig. 78, Col. 284, 285. 

As per Claim 7. 
Ginter'193 discloses: 

a user unit which requests usage of the content, and decodes the encrypted 
content using a content decode key in the case of satisfying license conditions obtained 
by decoding license information sent in accordance with a content usage request, 
based on ID information of physical elements of the user unit when the license 
information is passed to each of the physical elements in sequence; 

a setting unit which sets a license expressed as a structure by a combination of 
logic sums and logic products of a plurality of partial licenses for the content based on 
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the ID information of the physical elements of said user unit including media used in 
said user unit and ID information for the user; 

a conditions storage unit, which stores the license conditions, set by said setting 

unit; 

a holding unit which holds said content decode key; 

an extraction unit which receives the content usage request from said user unit 
and extracts the license conditions and said content decode key corresponding 
to said user unit; and 

a production unit which produces the license information by encrypting the 
license conditions and said content decode key based on the ID information of the 
physical elements through which the license information is passed in sequence until the 
content is decoded by use of the content decode key and sends the license information 
to said user unit. Fig. 79, Col. 301-304. 

Ginter '193 discloses the claimed invention except for the specific detail of 
separation of function utilizing a plurality of physical elements. Iwayama '083 teaches 
that it is known in the art to provide a plurality of physical elements to store, utilization 
permitting, and information converting. Col. 2-3, lines 1-67. It would have been obvious 
to one having ordinary skill in the art at the time the invention was made to provide the 
secure transaction management system of Ginter '193 with the plurality of physical 
elements of Iwayama '083, in order to effectively accomplish the separation of function 
as described by Ginter '193 to a plurality of physical elements. 
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As per Claim 8. 

Ginter'193 discloses: 
a request unit which transmits ID information of physical elements of said content 
usage apparatus and ID information of the user to an external content management 
apparatus which manages the content in response to a content usage request; a unit 
which decodes license information transmitted by said content, management apparatus 
in response to the content usage request, using the ID information of the physical 
elements of said content usage apparatus when the license information is passed to 
each of the physical elements in sequence, and determines license conditions and a 
content decode key; and a unit which decodes the content using the content decode 
key when permitted upon determination that the license has been obtained. Fig. 35, Col. 
161 & 162. 

Ginter '193 discloses the claimed invention except for the specific detail of 
separation of function utilizing a plurality of physical elements. Iwayama '083 teaches 
that it is known in the art to provide a plurality of physical elements to store, utilization 
permitting, and information converting. Col. 2-3, lines 1-67. It would have been obvious 
to one having ordinary skill in the art at the time the invention was made to provide the 
secure transaction management system of Ginter '193 with the plurality of physical 
elements of Iwayama '083, in order to effectively accomplish the separation of function 
as described by Ginter '193 to a plurality of physical elements. 
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As per Claim 9. 
Ginter'193 discloses: 
transmitting ID information of physical elements of said content usage apparatus 
and ID information of a user to an external content management apparatus, which 
manages the content in accordance with a content usage request; 
determining license conditions and a content decode key by decoding license 
information transmitted by said external content management apparatus in response to 
the content usage request, using the ID information of the physical elements of said 
content usage apparatus when the license information is passed to each of the physical 
elements in sequence; and 

decoding the content using the content decode key when permitted upon determination 
of the license conditions. Fig. 78, Col. 290,291,292. 

Ginter '193 discloses the claimed invention except for the specific detail of 
separation of function utilizing a plurality of physical elements. Iwayama '083 teaches 
that it is known in the art to provide a plurality of physical elements to store, utilization 
permitting, and information converting. Col. 2-3, lines 1-67. It would have been obvious 
to one having ordinary skill in the art at the time the invention was made to provide the 
secure transaction management system of Ginter '193 with the plurality of physical 
elements of Iwayama '083, in order to effectively accomplish the separation of function 
as described by Ginter '193 to a plurality of physical elements. 
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As per Claim 10. 

Ginter'193 discloses: 
a unit which determines, in response to a content usage request, license 
conditions and a content decode key by decoding license information for the content 
based on ID information of physical elements of said content usage apparatus when the 
license information is passed to each of the physical elements in sequence; and a unit 
which decodes the content by use of the content decode key when permitted upon 
satisfaction of the license conditions determined. Fig. 78, Col. 290,291,292. 

Ginter '193 discloses the claimed invention except for the specific detail of 
separation of function utilizing a plurality of physical elements. Iwayama '083 teaches 
that it is known in the art to provide a plurality of physical elements to store, utilization 
permitting, and information converting. Col. 2-3, lines 1-67. It would have been obvious 
to one having ordinary skill in the art at the time the invention was made to provide the 
secure transaction management system of Ginter '193 with the plurality of physical 
elements of Iwayama '083, in order to effectively accomplish the separation of function 
as described by Ginter '193 to a plurality of physical elements. 

As per Claim 11. 
Ginter'193 discloses: 

determining, in response to a content usage request, license conditions and a 
content decode key by decoding license information of the content based on ID 
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information of physical elements of said content usage apparatus when the license 
information is passed to each of the physical elements in sequence; and decoding the 
content using the content decode key when permitted upon determination of the license 
conditions. Fig. 78, Col. 290,291,292. 

Ginter '193 discloses the claimed invention except for the specific detail of 
separation of function utilizing a plurality of physical elements. Iwayama '083 teaches 
that it is known in the art to provide a plurality of physical elements to store, utilization 
permitting, and information converting. Col. 2-3, lines 1-67. It would have been obvious 
to one having ordinary skill in the art at the time the invention was made to provide the 
secure transaction management system of Ginter '193 with the plurality of physical 
elements of Iwayama '083, in order to effectively accomplish the separation of function 
as described by Ginter '193 to a plurality of physical elements. 

As per Claim 12. 

Ginter'193 discloses: 
transmitting ID information of physical elements of said content usage apparatus 
and ID information of the user to an external content management apparatus, which 
manages the content in accordance with a content usage request; 
determining license conditions and a content decode key by decoding license 
information transmitted by said external content management apparatus in response to 
the content usage request, using the ID information of the physical elements of said 
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« 

content usage apparatus when the license information is passed to each of the physical 
elements in sequence; and 

decoding the content using the content decode key when permitted upon determination 
of the license conditions. Fig. 35, Col. 161 & 162. 

Ginter '193 discloses the claimed invention except for the specific detail of 
separation of function utilizing a plurality of physical elements. Iwayama '083 teaches 
that it is known in the art to provide a plurality of physical elements to store, utilization 
permitting, and information converting. Col. 2-3, lines 1-67. It would have been obvious 
to one having ordinary skill in the art at the time the invention was made to provide the 
secure transaction management system of Ginter '193 with the plurality of physical 
elements of Iwayama '083, in order to effectively accomplish the separation of function 
as described by Ginter '193 to a plurality of physical elements. 

As per Claim 13. 
Ginter' 193 discloses: 

transmitting ID information of physical elements of said content usage apparatus 
and ID information of the user to an external content management apparatus, which 
manages the content in accordance with a content usage request; 

determining license conditions and a content decode key by decoding license 
information transmitted by said external content management apparatus in response to 
the content usage request, using the ID information of the physical elements of said 
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content usage apparatus when the license information is passed to each of the physical 
elements in sequence; and 

decoding the content using the content decode key when permitted upon 
determination of the license conditions. Fig. 35, Col. 161 & 162. 

Ginter '193 discloses the claimed invention except for the specific detail of 
separation of function utilizing a plurality of physical elements. Iwayama '083 teaches 
that it is known in the art to provide a plurality of physical elements to store, utilization 
permitting, and information converting. Col. 2-3, lines 1-67. It would have been obvious 
to one having ordinary skill in the art at the time the invention was made to provide the 
secure transaction management system of Ginter '193 with the plurality of physical 
elements of Iwayama '083, in order to effectively accomplish the separation of function 
as described by Ginter '193 to a plurality of physical elements. 

As per Claim 14. 
Ginter' 193 discloses: 

determining, in response to a content usage request, license conditions and a 
content decode key by decoding license information of the content based on ID 
information of physical elements of said content usage apparatus when the license 
information is passed to each of the physical elements in sequence; and decoding the 
content using the content decode key when permitted upon determination of the license 
conditions. Fig. 78, Col. 290,291,292. 
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Ginter '193 discloses the claimed invention except for the specific detail of 
separation of function utilizing a plurality of physical elements. Iwayama '083 teaches 
that it is known in the art to provide a plurality of physical elements to store, utilization 
permitting, and information converting. Col. 2-3, lines 1-67. It would have been obvious 
to one having ordinary skill in the art at the time the invention was made to provide the 
secure transaction management system of Ginter '193 with the plurality of physical 
elements of Iwayama '083, in order to effectively accomplish the separation of function 
as described by Ginter '193 to a plurality of physical elements. 

As per Claim 15. 
Ginter 1 193 discloses: 

determining, in response to a content usage request, license conditions and a 
content decode key by decoding license information of the content based on ID 
information of physical elements of said content usage apparatus when the license 
information is passed to each of the physical elements in sequence; and decoding the 
content using the content decode key when permitted upon determination of the license 
conditions. Fig. 78, Col. 290,291,292. 

Ginter '193 discloses the claimed invention except for the specific detail of 
separation of function utilizing a plurality of physical elements. Iwayama '083 teaches 
that it is known in the art to provide a plurality of physical elements to store, utilization 
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permitting, and information converting. Col. 2-3, lines 1-67. It would have been obvious 
to one having ordinary skill in the art at the time the invention was made to provide the 
secure transaction management system of Ginter '193 with the plurality of physical 
elements of Iwayama '083, in order to effectively accomplish the separation of function 
as described by Ginter '193 to a plurality of physical elements. 



As per claim 16: 

Ginter'193 discloses all the limitations of claim 15. 
Ginter'193 further discloses: 

wherein the license information includes accounting condition constituting the 
condition of a category changing with a usage state of said user unit and the user. Fig. 
13, Col. 105, lines 15-67, Col. 106. 

Examiner's Note: Examiner has cited particular columns and line numbers in the 
references as applied to the claims below for the convenience of the applicant. 
Although the specified citations are representative of the teachings in the art and are 
applied to the specific limitations within the individual claim, other passages and figures 
may apply as well. It is respectfully requested from the applicant, in preparing the 
responses, to fully consider the references in entirety as potentially teaching all or part 
of the claimed invention, as well as the context of the passage as taught by the prior art 
or disclosed by the examiner. 
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Conclusion 



2. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Daniel L. Greene whose telephone number is 703-306- 
5539. The examiner can normally be reached on M-Thur. 8am-6pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, James P. Trammell can be reached on 703-305-9768. The fax phone 
number for the organization where this application or proceeding is assigned is 703- 
872-9306. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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